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Fortify SCA 支持漏洞列表如下: 
Code Correctness: Call to GC.Collect() 

Missing Check against Null 

Object Model Violation: Just One of Equals() and GetHashCode() Defined 

Often Misused: Authentication 

Unchecked Return Value 

Code Correctness: Class Implements ICloneable 

Code Correctness: Missing [Serializable] Attribute 

Code Correctness: Misspelled Method Name 

Code Correctness: null Argument to Equals() 

Dead Code: Unused Field 

Dead Code: Unused Method 

Null Dereference 

Obsolete 

Unreleased Resource 

JavaScript Hijacking: Vulnerable Framework 

Poor Logging Practice: Use of a System Output Stream 

System Information Leak 

Trust Boundary Violation 

ASP.NET Misconfiguration: Request Validation Disabled 

ASP.NET Misconfiguration: Trace Output 

Poor Error Handling: Empty Catch Block 

Poor Error Handling: Overly Broad Catch 

Poor Error Handling: Program Catches NullReferenceException 

Command Injection 

Cross-Site Scripting 

Denial of Service 

HTTP Response Splitting 

Log Forging 

Path Manipulation 

Resource Injection 

SQL Injection 

SQL Injection: NHibernate 

Setting Manipulation 

ASP.NET Bad Practices: Use of Impersonation Context 

ASP.NET Misconfiguration: Persistent Authentication 

Access Control: Database 

Insecure Randomness 

Password Management 

Password Management: Hardcoded Password 



Password Management: Weak Cryptography 

Privacy Violation 

ASP.NET Bad Practices: Non-Serializable Object Stored in Session 

Code Correctness: Call to System.gc() 

Code Correctness: Erroneous finalize() Method 

EJB Bad Practices: Use of AWT/Swing 

EJB Bad Practices: Use of Class Loader 

EJB Bad Practices: Use of Sockets 

EJB Bad Practices: Use of Synchronization Primitives 

EJB Bad Practices: Use of java.io 

 
 


